
TOP 5 TYPES OF CYBER ATTACKS

1. Malware: An automated method of gaining unauthorized access to a

computer and information stored on that computer (ex: computer virus).

 

2. Ransomware: Malware that blocks access to parts of a computer until a

ransom has been payed. Usually distributed through spam emails.

 

3. Phishing: Email impersonation or spoofing to get personal information

(passwords, usernames, credit card number).

 

4. Social Engineering: Manipulating a person via email, phone, or other

networks to get personal information. 

 

5. Misconfiguration: Using security flaws in software to get personal

information. 

DEFEND YOUR COMPUTER

Password protect your computer and log off or turn off when you are

done using it.

Do not click on links from suspicious emails or pop-up windows.

Use a trusted anti-virus software.

Keep all operating systems and applications up to date.

Limit the use of USB drives, keep them in a secure place, and consider

using a cloud-based storage system (ex: Google Drive, Dropbox).

 

 

 

 

PROTECT YOUR PERSONAL INFORMATION

Use a secure connection for websites  (https should appear in front of

the address)

Use encryption to secure confidential emails or documents 

Keep sensitive documents in a locked cabinet and dispose of them

using a shredder

Be aware of your surroundings and do not discuss sensitive information

in public 

When using public wifi networks, verify it is the correct network for the

location (ex: StarbucksWifi vs. StarbucksCafeWifi)

 

 

 

 

BE CAUTIOUS ON SOCIAL MEDIA

Don't post confidential information on Facebook Twitter, or other social media

platforms.

Be cautious of posting your location or "checking-in" to locations as hackers will

know you are away from home, work, and your computer. 

Do not use information you post on social media as your passwords, or security

questions. Be cautious of participating in the popular "10 Things About Me" posts. 

Be selective with who you connect with and accept friend requests from.

 

 

 

AVOID PHISHING 

Ask does this email look weird? Does it have a link? Is it asking for money, my

username, or my password? If yes, mark it as spam and delete it.

Verify the sender. Is it the right email for the person it says it from? If you're

concerned, call the person or contact them in a different way. Don't reply to

the email. 

Is there a sense of urgency? Secrecy? Scare tactics? If so, it's probably a

scam.

 

 

INTERNET SECURITY

A Quick Guide to

USE STRONG PASSWORDS 

Use long phrases and mixed characters.

Do not use names, personal information, dictionary words, or

guessable phrases.

Use different passwords for different websites and systems. 

Do not share your usernames or passwords.

 

 

 



CYBER SAFETY  CHECKLIST 

Make sure your computer software is up to date and use a

trusted anti-virus program.

Don't click on links in suspicious emails or pop-up windows. 

If an email looks suspicious, do not reply to it or click on links

in it. Verify the sender by contacting them via a different

method (phone call, in person conversation). 

Use a strong passwords, different passwords on different

websites and systems, and do not share passwords. 

Be cautious connecting to public wifi networks and do not

discuss confidential information in public. 

Do not post confidential information on social media, such as

information that could be used to guess passwords or answer

security questions.

 

 

 

 

 

ADDITIONAL RESOURCES

Synod Resources:  

https://mittensynod.org/internet-security

ELCA Churchwide Resources: 

https://www.elca.org/Resources/Information-Technology

ELCA Churchwide Contacts:

Technology Help Desk: HelpDesk@elca.org

Information Technology Training: TechTraining@elca.org

 

 

WHAT HAPPENS DURING AN ATTACK? 

Malware: Attackers use software to access your computer. They can

steal your usernames and passwords, spy on your online activities,

modify or delete your files, send your information to other people, and

take control of your computer.

 

Phishing: Attackers send emails pretending to be a reputable person

or institution in order to trick people into sharing their personal

information.

 

Whaling: Attackers send emails targeting a specific person, usually to

get them to send money through a wire transfer.

 

Social Engineering: Attackers use deception to manipulate people

into sharing their personal information. This could be pretending to be

someone or creating a fake public wifi network.      

 

Misconfiguration: Attackers exploit a trusted program to gain access

to information. For example, "Zoombombing" where attackers join

virtual meetings and either share inappropriate material or listen in to

try and gain personal information. 

WHAT HAPPENS IF I'VE BEEN ATTACKED?

Stop working and disconnect your computer from the

internet and server network. 

Report the incident to your supervisor and your technical

support person and follow all of their instructions. 

Document the timeframe and what you were doing when it

happened.

Depending on what information has been accessed you

will need to disclose that your systems and data has been

accessed. 

If you need assistance, reach out to the Synod Office. 
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